University of Pune, Rules for D.C.L.
(With effect from 2004-2005)

Eligibility for Admission - To be eligible for admission, the candidate must be a graduate of any
faculty either of this university or of any other university, whose degrees are recognized as
equivalent to the corresponding degrees of this university. The candidate should have the basic
knowledge of computer operation.

Duration of the Course - Duration of the course shall be one academic year commencing from
June only.

Medium of Instruction - The medium of Instruction at the Diploma Course in Cyber Law shall
be English.

Examination - The examination shall be held at the end of the every academiic year, on the dates
to be announced by the University. Second held examination may be held in case of students
who have failed.

Standard of Passing or exemption -

a) Each paper shall carry 100 marks

b) The standard of passing for the Diploma Course in Cyber Law is 35 % marks in
individual paper / subject and 50 % marks in aggregate. The candidate obtaining between
50 % & 54 % marks will be declared to have passed in SECOND CLASS between 55%
and 59% marks shall be placed in HIGHER SECOND CLASS. The candidate obtaining
between 60 % & 69 % marks will be declared to have passed in FIRST CLASS. The
candidate 70 % marks and above will be declared to have passed in FIRST CLASS
WITH DISTINCTION.

c) Candidate who obtains at least 50 % of the full marks in a paper shall at his option, be
exempted from that paper at subsequent examination. He / She shall, however, have to
pass in the remaining paper or papers in accordance with standard of passing laid above;
such exemption is for six years only.

Paper I — Basis & Regulatory Framework of Cyberworld

1. Computer systems, significance of computer systems, structural overview of
computer system

2. Data organization file systems, data management

3. Operating systems, significance of operating systems, G.U.I. (Graphical user interface),
Types of operating Systems.

4. Computer Networking, Concept, Types of Computer Networks, Communication
Techniques, Protocols (TCP / IP), other related aspects.




5. Internet technology, Internet Service provider, Domain and host naming. World wide
web, Web technology (Web service and browsers)

6. TCP/IP Services, FTP, UDP, Remote-Login Procedure.

1. Network security, Cryptography, Key Eneryptions.

8. Encryptions Techniques. Types of Eneryptions, Digital Signatures. Digital Certificates
RSA algorithsms.

9. Role of laws in the Cyber World, Private International Laws, Jurisdiction, Applicable
Laws, Entercement issues.

10. Certifying or governing authorities to scope of government to regulate internet
(censorship). Ethics & etiquettes in cyberspace.

11. Outline of legal & regulatory framework of telecommunication, Indian Telegraph Act
1885. Telecom Regulatory Authority of India Act 1999.TDSAT, International agencies
like ITU, WTO, & APP Licensing issue.

L Paper II — E-Commerce ]

1. Introduction, Online business setups, Management of Domain names, Sites, Regulatory
& licensing requirement, Disclaimers.

2. Contracts, Online contracts, Types of online contracts, required term & conditions,
Mechanism of transaction of payment of electronic finds.
3. Consumer protection in the cyber world, likelihood of consumer confusion, Cyber
squatting, or Cyber pirates, other related issues.
4. Security and evidences for agreement formed electronically and for reliability of
electronic records, Types of evidences.
5. Maintenance & Proving of electronic records through the issues like :
> Data protection & its principles.
» Electronic records retention
> Managing & maintaining admissibility and evidential value issues.
> International Control and Transnational Data Flow.
Internet advertising & associated regulatory issues.
Taxation issues, Eligibility or criterions of tax payments, other taxes like direct, indirect
& related issues Regulations for Corporate Financial Services & related issues.
Need to Tax, Tax structures basics.
8. Virtual banking, Operations, related aspects.

N

L Paper III - Information Technology Act, 2000 ]

> Historical background, Object, Extent, scope & Commencement of the Act
> Electronic governance
e Legal recognition of electronic records & signatures
e Use of electronic records record & digital signature in government & its agencies.




> Electronic Records
e Legal recognition of electronic records.
* Secure electronic records and procedure thereto
¢ Authentication and Attributor of electronic records
¢ Acknowledgement of receipt of electronic records
¢ Determining time and place of dispatch of electronic record
> Digital signatures and Secure original signatures
e Legal recognition of digital signatures
 Central government powers make rules in respect of digital signatures
¢ Issuance of digital signatures by certifying authorities
* Acceptance, suspension and revocation of digital signature certificate
> Authorities under the Act
e Controller
= Appointment, Functions and Powers of Controller
e Certifying authority
= Nomms to be followed by certifying authorities
= Licence to issue digital signature certificate
* Application grant, rejection, renewal, suspension and surrender of licence.
e Cyber appellate tribunal
= Composition and Powers of cyber appellate tribunal
= Qualifications, tenure, salary, resignation, removal, etc. of office bearers
= Appeals to end from cyber appellate tribunal
e Advisory committee
» Offences and penalties under the Act
e Tampering with computer source documents
Hacking with computer system
Publication of obscene material
Misrepresentation
Breach of confidentiality and privacy
Publishing false digital signature certificate
Offences committed outside India
Offences by companies
Damage to computer, computer system etc.
e Powers of adjudication and investigation
> Liability of network service providers

» Amendments to various enactments
¢ The Indian Penal Code, 1860, The Indian Evidence Act, 1872, The Banker’s Books
Evidence Act, 1891. The Reserve Bank of India Act, 1934.
Grey areas of the IT Act
The nature and scale of computer crimes
Types of computer fraud
Theft of information
Hacking / Cracking
Web caching

VVVVYVYY




VVVVYYVYY

Unauthorized modification of computer programmes and data
Infringement of Intellectual Property Rights — Criminal Liability
The issue of jurisdiction in computer crimes

Pormography on the Internet

Use and abuse of email

Spamming

L Paper IV — Intellectual Property Rights in the Cyberworld

L.

A

Copyright Act; and the related references conventions & treaty

Scope of copyright protection in Cyber World, Copyright protection of computer
programs, databases, multimedia etc.

Data /file sharing technology in peer — to — peer networks & its implications on
copyright, Rights of performers, on digital broadcasters in cyber world.

Trade Marks online with ref. To Trade Marks Act, 1999, Madrid Agreement, & TRIPS
Agreement.

Cyber squatting of domain names, domain name disputes, ICANN policies & reforms,
use of trademarks as Meta —tags, related topics.

Patents protection, Patents Act 1970, Paris Convention, TRIPS Agreement, (PTC &
regional arrangements) Types of Patents; business method patent, Software patent.
Application of patents to cyber world & technologies involved.

Patent to design & protection of semi- conductor chips (Internal hardware computer
components) with ref. to semi- conductor Integrated Circuits Layout Design Act, 2000,
Washington treaty, 1989, TRIPS Agreement.

[ Paper V — Dissertation/ Research work/ Field Report

Guide lines for the students:

Candidates have to submit Dissertation / Research Work / Field Report of 50 pages or
more on a topic of CYBER LAWS.

Study report should be in depth & critical analysis of a problem of contemporary
significance in field of CYBER LAWS.

No specific format of writing the report is required. However report must be original and
(not just copied) must indicate degree of research & analysis, of issues related CYBER
LAW implementations & enhancements. The candidates will be examined at an oral
examination (viva voce) on the basis of written work.

Distribution of marks




a) Dissertation / research work
OR
b) Demonstration of techno-legal aspects

1) Observance of cyber cases.

ii) Find out on various internet sites, the institutions, working for Cyber law
enforcements. List out some of the institutions & their work briefly with
specific cases if any.

iii) Mention a cyber crime case, &discuss the cyber law enforcement in it.

iv) Important decision of courts.

Distribution of marks:

a) Journal 80 marks
b) Viva voce 20 marks
Readings:

1.Cyber Law in India by Dr. Farooq Ahmad
Published by- Pioneer Books

2. Law of Information Technology by Taxman
Published by- Taxman Allied Services Pvt. Ltd.

3. Handbook of Cyber & E- Commerce Laws by R. M. Bakshi
Published by —Bharat Publishing House

4. Law Relating to Computers, Internet & E- Commerce by Nandan Kamath
Published by —Universal Law Publishing Co. Pvt. Ltd.

5. Guides to Cyber Law by Radney D. Ryder
II Publishing — Wadhwa Co. Nagpur

6. Cyber Law by Justice, Yatindra Sing
Published by —Universal Law Publishing Co. Pvt. Ltd

7. Information Technology Act 2000 by S.D. Dighe.
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Total No. of Questions: 9 SEAT No.:

DES’ Shri. Navalmal Firodia Law College, Pune

Diploma in Cyber Laws
101 : BASIC AND REGULATORY FRAMEWORK OF CYBER WORLD
(Theory)
Time : 3 Hours Max. Marks : 100

Instructions to the candidates:

1) Question No. 9 is compulsory. It carries 20 marks.

2) Out of the remaining questions, answer any five questions and each such question carries 16
marks.

QI) Explain the concept of computer networks and explain Local area network and Wide area
network in detail (16 Marks)

Q2) What is computer system and explain the significance of computer system (16 marks)

Q3) Write a detailed note on data management and data organization and advantages of both

(16 Marks)
Q4) Explain internet service provider and liabilities of ISP (16 Marks)
Q5) Expalin the concept of tcp/ip and working of TCP/IP together (16 Marks)

Q6) Discuss the concept of cryptography and explain public key cryptography (16 Marks)

Q7) What is Operating system and Various types of operating systems (16 Marks)

Q8) Explain what is digital signature and Benefits of digital signature (16 Marks)



Q9) Write short notes on: (Any Four) (20 Marks)
a) Remote log in procedure

b) Symmetric cryptography

c¢) User datagram protocol

d) Graphical user interface (GUI)
e) Functions of operating systems

f) Personal area network (PAN)
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Total No. of Questions: 9 SEAT No.:

DES’ Shri. Navalmal Firodia Law College, Pune
Diploma in Cyber Laws
101 : BASIC AND REGULATORY FRAMEWORK OF CYBER WORLD
(Theory) '

Time : 3 Hours Max. Marks : 100

Instructions to the candidates:

1) Question No. 9 is compulsory. It carries 20 marks.

2) Out of the remaining questions, answer any five questions and each such question carries 16
marks.

U, %) UG Feaaidl Hepea WY a7 A1 RIFH &7 T2 (LAN) ST faega &7
Fcdd (WAN) T GfaweR aufq & (& TR )

U.55. %) TTUTH YUITCll TUTSl 1 AT TIUeh YUITela) Had TF 6l (& 7R )

V.55 3) ST ATRITY 30T ST Hue aIaR GiawR Aied Rt Sy 2l B i
(25 TR )

V.55. ¥) ST a1 UGKT (ISP) ST TR 307 ISP <1 SIaTa = T 1R & WY B
(2& HTH )

U3, @) TCP/IP <t HehedT WY &1 3M1f0T TCP/IP $& BT &R § THGIGT Tl
(& 1T )

U.%. &) fboRwlHl Saermn waf o 3iftr rdee ot Rt @y ey
(3 AT )

W3, o) SR Rk WUl 1 3nfor sifRfeT Rer= fifdy yeris avfg a1
(& AT )

U, ¢) fsfored w@rerdl wor o anfr fafred w@rera wre o1 3mid & @y o3
(28 ATRT )



U35, Q) Thaia! HIvae 9 uy disar.
a) RHie il ufssan

b) TR fepEim®!

¢) goR ST Wiekpid

d) TMHT JoR B (GUI)

e) SHTGRIST Recw=n ot

f) Safdie &3 Fead (PAN)

skesfeokesk ks sfesksk
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Total No. of Questions: 08 Seat No.:'

DES SHRI NAVALMAL FIRODIA LAW COLLEGE, PUNE

Diploma in Cyber Law Course
102 — E-COMMERCE (PAPER-II)

[Time: 3 Hours] [Max. Marks: 100]
Instructions to the candidates:

1) Attempt any 5 questions out of Part-A
2) Question 8 is compulsory. Attempt any 4 out of 6.
3) Figures to the right indicates the full marks.

A] Attempt Any 5 questions from the following: (16 x5)

1) What are the advantages and disadvantages of E-Commerce?

2) Explain the applicability and importance of Contracts in E-Commerce world?

3) How can consumer safeguard themselves in the Cyber world while shopping on
E-Commerce platforms?

4) What do you understand by data protection of electronic evidence?

5) Give the different types of advertisements used in E-Commerce?

6) What are the different types of taxes applied to E-Commerce businesses?

7) How is virtual banking different from traditional bank?

8) Compulsory Question — Short Notes: 20x1)
Attempt any 04 questions from the following:

a) Business to Consumer(B2C) and Business to Business(B2B)
b) Market research in E-commerce

c) GDPR

d) Cyber Security measures

e) Data Privacy

f) Custom Duties

% ok ok ok ok 3k ok ok



F= APR 205

Total No. of Questions: 08 Seat No.:

DES SHRI NAVALMAL FIRODIA LAW COLLEGE, PUNE

Diploma in Cyber Law Course
102 - E-COMMERCE (PAPER-II)

[Time: 3 Hours] [Max. Marks: 100]
Instructions to the candidates:

1) Attempt any 5 questions out of Part-A
2) Question 8 is compulsory. Attempt any 4 out of 6.
3) Figures to the right indicates the full marks.

YRT— €

GAad®] SIVAE 599 ASTUgrET uqd B - (16 x 5)
1) 3-HAEY B M die S 3Med?

2) S-PIY qeeddfld FRRE AN T Heww WY PR

3) -DIIY WeHhHaR Wl IRAFT Tedh UeR Od W@d: o &0 HY
FE Yhdld?

4) ZAG(ch QRICATAT Sl TREUIGR SHTUI B GHOS 3182

5) S-PITITL SR WRIT UIUAG B Hed HLa?
6) - FaUEIR fafdy UHRY T AN P 3MRa?

7) URUIRG SHUST FHE ST HY aie 3Mg?



8) SifFaRt Wy - weT Hew: @0x1)
Uit BIUErS 04 Uy SrSIvAET TIT B30
) Wed d AeH (st 2 o) onfd oawm F wEwm (2
dh 3-PrEdT SRS e
) Sieidiem
S) WESR [l UM
) o1 Mo
UW) UTd Hacd

sk skoshosfeose ook ok



Total No. of Questions: 8 SEAT No. :

DES SHRI NAVALMAL FIRODIA LAW COLLEGE, PUNE
Diploma Course in Cyber Laws
103: INFORMATION TECHNOLOGY ACT, 2000 (Paper - I00)

Time : 3 Hours Max. Marks : 100

Instructions to the candidates:

1) Question 8 is compulsory. It carries 20 marks.

2) Out of the remaining questions, answer any five questions and each such question carries
16 marks.

Q1) Explain the role of Controller, Certifying authority and Advisory committee under the
Information Technology Act, 2000.

Q2) Describe network service provider and explain liability of network service provider.

Q3) Explain in detail the use of electronic records and digital signatures in governmental working
and its agencies.

Q4) Explain the need and importance of the Information Technology Act, 2000 and its impact on
various other legislations.

Q5) Discuss the role of intermediary as provided under the act.

Q6) Examine the provisions relating to making an appeal to Cyber Appellate Tribunal. Also state
the procedure and powers of tribunal.

Q7) Discuss in detail various offences and penalties under the Information Technology Act, 2000



Q8) Write short notes on (any two) :
a) Damage to computer and computer system
b) Digital Signature Certificate
¢) Web catching

d) Hacking with Computer System
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Total No. of Questions: 8 SEAT No. :

DES SHRI NAVALMAL FIRODIA LAW COLLEGE, PUNE
Diploma Course in Cyber Laws
103: INFORMATION TECHNOLOGY ACT, 2000 (Paper - III)

Time : 3 Hours Max. Marks : 100

Instructions to the candidates:

1) Question 8 is compulsory. It carries 20 marks.

2) Out of the remaining questions, answer any five questions and each such question carries
16 marks.

¥ 1) Fifeell SR Brere, Ro00 Sfafa e, THTo UifteRur Sty Hee R St yftveT
Y B,

W 2) ead YdT TeTare quid &1 3fd Sead Sa7 Terare SaeeR] @y o

¥ 3) BRSO AT TSTHIHE Saei - Xbis onfn e werdan arR s &,

U 4) A TR SrIal, Jo00 it adedl ST TE<d 0T SR ARy Sraeiar e
IR WY &,

U 5) BIIidid UG dbeiedl Heqeii=dr Yidp<) @i &,

W 6) WO Sy Frmiiexunds st Hruami Jefia aRadia wam &1 a8g
IR UfehaT ST iR i,

W 7) SRGIAId dRg daed [y T 31T Rigre queficiar quie e,



W 8) DIvrcrg! & av iy frgt
3{) GO 3107 0T ToTTeiie Jas
§) feforea e v

@) a9 BT

8) 0T YUITGH aToRe ST
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Total No. of Questions: 09 Seat No.:

DES SHRI NAVALMAL FIRODIA LAW COLLEGE, PUNE

Diploma in Cyber Law Course

104 - INTELLECTUAL PROPERTY RIGHTS IN THE CYBER WORLD

(PAPER-IV)

[Time: 3 Hours] [Max. Marks: 100]

Instructions to the candidates:

1) Attempt any 5 questions out of Part-A
2) Question 9 is compulsory. Attempt any 4 out of 6.
3) Figures to the right indicates the full marks.

A] Attempt Any 5 questions from the following: - (16 x 5=180)

1
2)
3)
4)
3)
6)

7
8)

9

What do you mean by Copyright and what is the significance of the same?
Explain the concept of data/file sharing in the digital world?

Give comparative study of the Trademarks Act,1999 with the Madrid Agreement?
What are the different types of Cyber-crimes in present times?

Explain why registration of Patents is important for any creator?

State the significance of the design and protection of semi-conductor chips in the
electronic era?

Why TRIPS Agreement was introduced and state its importance?

How would you protect any software through the means of different IPR?

Compulsory Question — Short Notes:
Attempt any 04 questions from the following: (5x4=20)

a) Electronic Commerce

b) Digital Signature Certificate
¢) Meta-Tags

d) Licenses

e) Novelty in Patent

f) WIPO

Fkkoskokokskokok
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Total No. of Questions: 09 Seat No.:

DES SHRI NAVALMAL FIRODIA LAW COLLEGE, PUNE

Diploma in Cyber Law Course
104 - INTELLECTUAL PROPERTY RIGHTS IN THE CYBER WORLD
(PAPER-1V)

[Time: 3 Hours] [Max. Marks: 100]

Instructions to the candidates:

1) Attempt any 5 questions out of Part-A
2) Question 9 is compulsory. Attempt any 4 out of 6.
3) Figures to the right indicates the full marks.

ST- T
ST TS 5 v JSTVYET YT FT: (16 x 5 = 80)

1) YRS FFUTS ST F1OT AT HAged T 3?

2) RBfSica SHNa Sa/wse TEfATor HadheUar TISE hil?

3) Hifge FRIEE ¢SHID HIICT, 1999 AT ToallcHd 3ATH EAT?
4) FEATT HFBIT AR-IeeIMd fafaer goR wrr 3mga?

5) FIUTAE! AT dec= Aol @ Agcar 3Mg § Tase alI?
6) gelargiieieh JaTicliel 3rtl-shgerey fRAoa=ar fS3gsT 0T TR Aged Hielm?
7) o &R BT TG hell AT 30T A HAged &7 oA 31TH?

8) AITGITAT JNUIIRTAT HIETATIA 3MTIOT HIVIATE AFCAIND TIETOT &l
HRTSA?



aerT— @i
9) ARt U - AgH AlcH: (5x4=20)
TAAUD] PR 04 TeeT WSAVITAT T H:
37) Selegifeish alfvlsd
o) B @Rl gHaE
) FAer-car
3) YIdle
) Ucc ALY AdeIan
T%h) fadr
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